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subject: Adoption of JIN Domains - for critical and ossentlal services and synchronize
1 ] 1CT systems’ clocks with the NTP servers of NIC or NPL.

Dear Ctuel Secraiary,

=" L gm vitiung 10 you witn regard 10 actions which needs 10 e taken to ensure intarnet resilience. ety
hao constituted 2 Commitiee for preparing inlerral Reslience Roadmag which had recornmandead cerlain
actions o be aken by all governmenl enlities .

. 2. To ensure the uninterrupted svanabilily and resimencs of cuticsl and assantial ggvemmgzm/pﬁvate
i servicas gunng wlermel disruptons. it is smperative to host all such erical and essential services under
| the N counlry code top-level domain An indicalive hist of crincal and essential services is placed 3l

Annexure < ; i

3. Intnsf2gata. s requested tnat alfwebsies and web-related services far such criical and essential
services may D8 migrated o the N gomam  The IN doman pohcy can be accessed al
nups:vvar cegistey.nipolicies. For GOV IN. domsmn regisirations, tne “Guidelines for Allocation of
Registration al the Third Leveruncer GOV IN Domain Zone* avalaole al nups Hreqisiry.gov.in may be
relerrad to. Contact delails for assistance with IN domaln registralion are placed at Annexure-il,

4 Addmonally, we also n2ed 1o ensure that all relevant sy$@ms, websites, and services synchionize
therr tme with the Network Tine Protoco: (NTP) servers provided by e National Physical Laboralory
(NPL) Accurate ime synchronzaton is ¢nvcal 10 ensuring reliable operalions, maintaining data integrily,
and enhancing sacunly Sy ulilizing WPL's NT? servers. uriformity and precision across systems can be
mamntained

5. As per CERT-IN's directons dated 28n April 2022, issuad under sub-seclion (6) of section 708 of
tha Information Technology Act, 2000, alt service providers, intermedianes, dala centers, body corperales,
and governmeni organizations are mandated 10 synchronize their 1ICT systems’ clocks with the NTP .
servers of Nations! informatics Cenlre (NIC) or NPL, or other lraceable MTP servars. CSIR- NPL NTP
servers are accessible via "time.nolindia.n”, while NIC pgovides smilar services are accessible via
“samayt mic In® and ‘samay2 nic.”. Thase servets olferia relizble means of ensuring accurate time
synchron.zaucr across networks

6. ! f20UESt yOU 1SSuB the necessary msuuchons 10 the congerned depariments/privale snfilies 1o
ensyre (he Lmely completon moving websiies of crical ang essential services on Lin domain and also
ensuring synchronization of their services wilh NTP servers provided by NPL or NIC,

Wi "egargs,

op

" Yours sincorely,

-y D
{S Krishnan)

Chief Szeretanes of all Ihe StalesiUTs
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Annexure -l

List of some of the Essential Services requiring registration under the N
domain

Interruption of thase services would endanger the life, healln, or personal safely of
ciizens and required for the socielal funclioning:

+ Food Supply

+ Water Supply

+ Health

Teiecom - Reachability of key networks

+ Eleclricity Generation & Distribution Railways
Signalling

Air Traffic Controj i
Law Enforcement and Security y

Defence Communications Weather ;
Predictions

Communications with Missions Abroad

Emergency Services

Marilime Ports Information

Broadcasting

Aadhaar Authentication Services

+ Government Websites Government

Email Services Government e-Ofiice

Transporiation — Ticketing Alrline

* Passenger Management

* Internet Banking and Payment Services Oif &

-

-

-

-

3

-

L4

-

-

‘.

-

¢ Gas
« Finance - Banking & Payment Services
e Energy - Oil and Gas o

¥

* Moblle Services — Calls, SMS & Data Services

i p s mr o T i =t
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Annoxure:ll

For any assistance or guldance required, the concarned officers may reach out
lo the following contact at NIXI for IN-based Domain names:

Mr. Shubham Saran

General Manager, NIX|

Emat: shubham@nixi.in

Teiephone: +91 11 4820 2022, +91 11 4820 2011

Raggrding doman Names, the IN Policy specifies that unhirmied registrations are
available to all partes globally in the following zones without any nexus or other
qualifications:

s tin

e COIN

+ netin

+ org.in

v firmiin

s+ gen.in (ganeral)
« ind.in {individuals)

Cerlain zones are reserved exclusively for qualified Indian organizations as

follows:
« ac.in (Academic with ERNET as the registrar)
« res.in (Indian research institules with ER”N ET as the registrar)
« edu.in (Indian colleges and universilies &Tm ERNET as the registrar)
v gov.in (Indian government with NIC as the registrar)
. mil.in (Indian military with the iinistry of Defence as the registrar)

The complete polcy is accessible at hitps:/fwvaw.registry in/palicies.

infd

471512025, 1318




